
OASIS Privacy Policy 
Effective Date: 2/26/2026 

Introduction 

This Privacy Policy explains how OASIS ("the App," "we," "us," or "our") collects, uses, stores, 
and protects your personal information when you use our mobile application. OASIS is a music 
festival discovery app that enables users to explore artist lineups, organize festivals by genre and 
day, create playlists, and connect with other users through social features. By using the App, you 
agree to the collection and use of your information in accordance with this Privacy Policy. If you 
do not agree with this Privacy Policy, please do not use the App. 

The App is operated by Austin Zambito-Valente, an individual. For questions or concerns 
regarding this Privacy Policy or your personal data, please contact us at 
oasis.festivals.info@gmail.com. 

Information We Collect 

Information You Provide 

Account Information. When you create an account, we collect your name and email address 
through your Google or Apple sign-in credentials. We do not store passwords; all authentication 
is handled through third-party providers (Google, Apple, and Firebase). 

Profile Information. You may provide additional information for your user profile, including a 
display name and profile photo. This information is visible to other users of the App. 

Phone Number (Optional). You may optionally link a phone number to your account to connect 
with other users. When you provide a phone number, we store only a cryptographic hash of the 
number on our servers—not the phone number itself. Your phone number is never visible to 
other users and is never stored in its original form on our servers. 

Contact List Access (Optional). If you choose to find contacts who use the App, we will request 
access to your device's contact list. We do not upload or store your contacts on our servers. 
Instead, the App locally compares hashed versions of your contacts' phone numbers against 
hashed phone numbers stored in our system to identify matches. This comparison occurs on your 
device. 

User-Generated Content. When you use the App, you may create festival entries, organize artist 
lineups by tier and day, modify genre data for artists, and mark artists as liked. You may also 
create or join private groups, contribute to group festival lists, and share content with other users. 

Information Collected Automatically 

Analytics Data. The App uses Firebase Analytics (provided by Google) to collect aggregated 
usage data, including app interactions, device type, and general geographic region. This 



information helps us improve the App's performance and user experience. We do not collect 
device identifiers or advertising identifiers. 

Crash and Diagnostic Information. The App does not use third-party crash reporting tools. 
However, Apple may collect anonymized crash and diagnostic information through its platform 
services if you have opted in to share such information with Apple. This data is governed by 
Apple's privacy policies. 

Information from Third-Party Services 

Spotify. To use the App, you must link a Spotify account. The App accesses Spotify's artist and 
album data to display artist information, including genres and recent releases. We do not access 
your Spotify listening history, top artists, playlists, or personal profile information. The App may 
create playlists in your Spotify account at your direction, but we do not store information about 
those playlists and cannot access them once created. Spotify access and refresh tokens are stored 
locally on your device and are not transmitted to or stored on our servers. 

Last.fm. The App retrieves artist genre data from Last.fm, a third-party user-generated database. 
No user data is transmitted to Last.fm. 

Google and Apple Sign-In. We receive your name and email address when you authenticate 
through Google or Apple. We do not receive any other information from these services. 

How We Use Your Information 

We use the information we collect for the following purposes: 

Providing and Improving the App. We use your information to operate the App, authenticate 
your account, display your profile to other users, enable social features such as following and 
groups, and deliver the core functionality of festival and artist discovery. We also use aggregated 
analytics data to understand how users interact with the App and to improve performance and 
user experience. 

Communication. We use your email address to respond to inquiries, process data requests, and 
provide account-related communications. We do not currently send marketing emails or push 
notifications. 

Security and Compliance. We use your information to protect the security and integrity of the 
App, prevent fraud, and comply with applicable legal obligations. 

How We Share Your Information 

With Other Users. If you participate in the App's social features, certain information is visible to 
other users. Your profile information (display name and photo), your followers and the users you 
follow, your festival history (including upcoming favorited festivals), and the artists you have 
liked within each festival are visible to other users. If you join a group, your name, profile 
information, and liked artists within group-favorited festivals are visible to other group members. 



With Service Providers. We share information with third-party service providers who assist in 
operating the App, including Firebase (Google Cloud) for authentication, data storage, and 
analytics, and Spotify for artist and album data. These providers process your information on our 
behalf and are contractually obligated to use it only for the purposes of providing their services. 

With Apple. As the App's distributor, Apple may receive certain information in accordance with 
its platform policies, including anonymized crash and diagnostic data if you have opted in to 
share such data with Apple. 

For Legal Reasons. We may disclose your information if required to do so by law, in response 
to valid legal process, or to protect the rights, property, or safety of ourselves or others. 

No Sale of Personal Information. We do not sell your personal information to third parties. 

Third-Party Services 

The App integrates with third-party services that have their own privacy policies. We encourage 
you to review the privacy policies of these services: 

• Google (Firebase): https://policies.google.com/privacy 

• Apple: https://www.apple.com/legal/privacy/ 

• Spotify: https://www.spotify.com/legal/privacy-policy/ 

• Last.fm: https://www.last.fm/legal/privacy 

We are not responsible for the privacy practices of these third parties. 

Data Storage and Security 

Storage Location. Your data is stored on Firebase (Google Cloud) servers, which may be 
located in the United States and other countries where Google operates. 

Security Measures. We implement industry-standard security measures to protect your 
information. Data transmitted between the App and our backend services is encrypted in transit 
using HTTPS/TLS. Data stored on Firebase servers is encrypted at rest. Data stored locally on 
your device is protected by iOS system-level security mechanisms. Spotify authentication tokens 
are stored only on your device and are never transmitted to our servers. 

While we take reasonable steps to protect your information, no method of electronic transmission 
or storage is completely secure, and we cannot guarantee absolute security. 

Your Rights and Choices 

Profile Information. You may edit your display name and profile photo at any time within the 
App. 



Festival Entries. Festival entries you create are private by default. You may choose to make 
them public, and you may change this setting at any time. 

Social Features. Participation in social features, including linking a phone number, accessing 
your contacts, following other users, and joining groups, is optional. You may leave groups at 
any time. 

Spotify Disconnection. You may disconnect your Spotify account at any time through the App. 
When you disconnect Spotify, the App deletes the stored Spotify authentication tokens from your 
device and disables Spotify-related functionality. Any playlists previously created through 
Spotify will remain in your Spotify account. App data unrelated to Spotify authentication 
remains stored unless you delete your account. 

Access, Correction, and Portability. You may request access to, correction of, or a copy of your 
personal data by contacting us via email. Upon request, we will provide a copy of your stored 
data in a machine-readable format and correct any inaccuracies as applicable. 

Account Deletion. You may delete your account at any time through the in-app account deletion 
feature or by contacting us via email. Upon account deletion, your data is removed from the 
App's active database. Backup copies may be retained for a limited period as required for 
security, fraud prevention, or legal compliance, after which they are automatically deleted in 
accordance with Firebase's data retention policies. 

Users in the European Economic Area, United Kingdom, and Switzerland. If you are located 
in these regions, you have additional rights under the General Data Protection Regulation 
(GDPR) and similar laws, including the right to access, correct, delete, and port your data, as 
well as the right to object to or restrict certain processing. To exercise these rights, please contact 
us at the email address provided above. 

California Residents. If you are a California resident, you have rights under the California 
Consumer Privacy Act (CCPA), including the right to know what personal information we 
collect, the right to request deletion, and the right not to be discriminated against for exercising 
your rights. We do not sell personal information. To exercise your rights, please contact us at the 
email address provided above. 

Children's Privacy 

The App is not intended for children under the age of 13. We do not knowingly collect personal 
information from children under 13. If you are a parent or guardian and believe that your child 
under 13 has provided us with personal information, please contact us at the email address 
provided above, and we will take steps to delete such information. 

International Data Transfers 

The App is available globally. If you are located outside the United States, please be aware that 
your information may be transferred to, stored, and processed in the United States and other 



countries where Google operates its servers. By using the App, you consent to the transfer of 
your information to countries that may have different data protection laws than your country of 
residence. 

Changes to This Privacy Policy 

We may update this Privacy Policy from time to time to reflect changes in our practices, 
technology, legal requirements, or other factors. When we make material changes, we will notify 
you by updating the "Effective Date" at the top of this Privacy Policy and, where appropriate, 
through in-app notice. We encourage you to review this Privacy Policy periodically. 

Contact Us 

If you have any questions, concerns, or requests regarding this Privacy Policy or your personal 
data, please contact us at: 

Email: oasis.festivals.info@gmail.com
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